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Executive Summary

It is in the government’s best interest to leveragleistry resources whenever possible. To sugport
Government activities, Identity, Credential, anccégs Management (ICAM) aims to leverage industry
based credentials that citizens already have farqgiurposes. In order to ensure these credeatials
trustworthy, the government requires a mechanisassess these credentialing processes againstlfeder
requirements as codified by Office of Managemeit Budget (OMB), National Institute of Standards
and Technology (NIST), and General Services Adri®n (GSA). Industry-based frameworks to
assess the trustworthiness of electronic credsrdledady exist and can be leveraged by the gowarim
This approach enables a scalable model for extgndentity assurance across a broad range of witize
and business needs. Thdsast Frameworks include requirements for trust framework provigEFP)
auditing qualifications and processes, TFP orgaioizal maturity, TFP member identity provider
organizational maturity, TFP member identity praridredentials and their issuance, and TFP member
identity provider privacy policies,

This document defines a process whereby the govarnoan assess the efficacy of the Trust
Frameworks for federal purposes so that an Agentigeapplication or service can trust an electroni
identity credential provided to it at a known leeélassurance comparable to one of the four OMBelsev
of Assurance. Trust Frameworks that are compatalfiederal standards aadopted through this
process, allowing federal relying parties to tiwrgtdential services that have been assessed tneder t
framework. The adoption process is as follows:

1. Assessment package submissienthe Applicant TFP provides evidence of compditgittio
federal standardsr (a) TFP member identity providers’ credentifalsa specific level or
levels of assurance, (b) TFP organizational matu) TFP auditor qualifications, (d) TFP
auditing processes, and (e) privacy criteria foP Thember identity providers;

2. Value determination — Identity, Credential, and Access ManagementGuimittee
(ICAMSC) determination whether an Applicant’s trérstmework is worth assessing;

3. Comparability assessment if value determination indicates applicant igthh@ssessing,
assessment as to whether the Applicant’s trustevaork criteria for its member Identity
Providers are comparable to one or more speciEdeof assurance, that its auditor
gualifications, auditing processes, and ongoingntdication processes are sufficient, and that its
privacy criteria for member Identity Providers ammparable to ICAM requirements; and

4. Adoption decision— after reading the Assessment Report, the ICAM&Es on whether to
adopt the Applicant and its trust framework.

This trust framework covers remote electronic antiication of human users to IT systems over a
network. It does not address the authenticaticmérson who is physically present. At OMB Le\adls
Assurance 3 and 4, the ICAMSC relies on the praviaria and methodology of the FPKI Policy
Authority. At OMB Levels of Assurance 1, 2, anchABKI 3 (as defined in NIST Special Publication
800-63), each Identity Provider and TFP must demnatestrust comparable to each of five categories
(registration and issuance, tokens, token and otedienanagement, authentication process, and
assertions) for each Level of Assurance it wishesredentials trusted by government applicatidrisPs
demonstrate comparability to the ICAMSC. IdenBtpviders demonstrate comparability to a TFP.

Subsequent to adoption, a TFP is subject to periamlinparability audits, and possibly discontinuance
(i.e., no longer acceptable to the Federal govemme
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The ICAM Program will evolve over time. As the deeof the Program change or become clearer, it is
likely that the trust framework adoption procesH awolve. Draft revisions of this document wikk b
made available to applicable Federal governmentcgs and organizations, including TFPs, for
comment. Those comments will be provided to th&MISC for consideration and possible inclusion
before final revision.
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1. BACKGROUND

The General Services Administration (GSA) OfficeGmvernmentwide Policy (OGP) is responsible for
government-wide coordination and oversight of Fabliglentity, Credential, and Access Management
(ICAM), comprised of Federal Public Key Infrastrui (FPKI), Federal Identity Credentialing (HSPD-
12) [1] and E-Authentication activities. Thesehdties are aimed at improving Electronic governinen
services internally, with other government partnesigh business partners, and with the Americarlipub

On October 1, 2008, the GSA began to transitiomftiee current E-Authentication Program
Management Office hosted by the Federal Acquisiervice to an interagency governance model
managed by the OGP. In so doing, E-Authenticaiiecame an integral part of the ICAM Program. One
outcome of this move is a transition away from ddfation model to an open model that promotes
multiple solutions to comply with Office of Managent and Budget (OMB) M-04-04 [2] and that
encourages agency innovation. GSA’s long-rangenisr Identity Management in government is a
broad spectrum of solutions embracing open prisattor solutions and high assurance, cybersecurity
initiatives such as HSPD-12.

The Information Security and Identity Management@uttee (ISIMC) is the Federal CIO Council's
(FCIOC) locus of responsibility for cybersecuritydaidentity management. Comprised of senior agency
officials, this committee has been assigned exeewtecision making authority and oversight for the
ICAM roadmap and architecture development.

The high-level strategic goals and objectives @&M include:

Government-wide implementation of OMB M-04-04;

Physical Access Control;

Logical Access Control;

Consolidation of credentialing and authenticatiapabilities to comply with OMB M-06-22 [3] ;
and

Developing clearly-defined processes and capadslitir enabling trust across the Federal
government and between the Federal governmentsedternal constituencies.

e N

o

The outcomes of a successful ICAM include:

1. Realizing cost-savings by eliminating agency legaegential systems through use of standards-
based authentication utilities;

2. Exploiting economies of scale by leveraging Fedeutging power for both credentialing and
credential validation functions;

3. Providing the capability to re-use credentials asrapplications, eliminating the need to create
and maintain a credential system for each appticatind

4. Improving the security and privacy posture of tleel&ral government.

It is in the government’s best interest to levermglistry resources whenever possible. To support
E-Government activities, ICAM aims to leverage isily-based credentials that citizens already hawe f
other purposes. In order to ensure these cretieatma trustworthy, the government requires preeess
assess these credentialing processes againstlfegtprsiements as codified by OMB, National Ingttu

of Standards and Technology (NIST), and GSA. Ihgtsased frameworks to assess the trustworthiness
of electronic credentials already exist and caleberaged by the government. This approach enables
scalable model for extending identity assurancesaca broad range of citizen and business needseTh
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Trust Frameworks include requirements for the credentials and tisswance, as well as for auditing
gualifications and processes.

This document defines a process whereby the govarnoan assess the efficacy of the Trust
Frameworks for Federal purposes so that an Agenloyeoapplication or service can trust an electroni
identity credential provided to it at a known leeélassurance (LOA) comparable to one of the foMiBO
Levels of Assurance. Trust Frameworks that arepawable to federal standards adepted through this
process, allowing federal Relying Parties (RP4gjust credential services that have been assessied u
the trust framework.

2. INTRODUCTION

Critical to the success of the ICAM Program isdlssessment and adoption of trust framework prosider
(TFPs) that best serve the interests of the Federarnment. A TFP is an organization that defimres
adopts an on-line identity trust model and thenbehalf of the ICAM, certifiesidentity providers
compliant with that model. Adoption means that atentity provider certified by that TFP is quaidi

to provide identity assertions to Federal agencidse ICAM Sub Committee (ICAMSC) must determine
that the TFP’s trust model and processes are c@leato one or more of the trust models defined
herein. This model scales readily.

The following adoption process, based on guidarama OMB and NIST, and review from private sector
partners, provides a consistent, standard, steattmeans of identifying, vetting, and approving $Fh
addition, this structured process provides assertmall ICAM RPs of the validity, and thus
dependability, of identity credentials and tokefi&is confidence is essential to government-wide
acceptance and use of non-local credentials.

Specifically, the ICAM model is based on compatting policies and practices of non-Federal
government TFPs to the risks and trust assurartcermes of OMB M-04-04 and NIST Special
Publication (SP) 800-63 [4]. There are five (bistrcriteria categories:

1. Registration and Issuance- how well does the credential service provideeltity Provider)
register and proof the identity of the credent@lecant, and issue the credential to the approved
applicant?

2. Tokens— What is the Identity Provider’s token technol@md how well does the technology
intrinsically resist fraud, tampering, hacking, aster such attacks?

3. Token and Credential Management- how well does the Identity Provider manage amdeot
tokens and credentials over their full life cycle?

4. Authentication Process -how well does the Identity Provider secure its antltation protocol?

5. Assertions —how well does the Identity Provider secure Aseesj if used, and how much
information is provided in the Assertion?

This trust framework covers remote electronic antiication of human users to IT systems over a
network. It does not address the authenticaticaérson who is physically present.

L TEP certification of an identity provider is thetdrmination that the identity provider’s policesd practices are
comparable to ICAM trust requirements.
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At OMB LOA 3 and 4, the ICAM relies on the provemteria and methodology of the FPKI Policy
Authority (FPKIPA). At OMB LOA 1, 2, and non-PKI @&s defined in NIST SP 800-6&gach | dentity
Provider and TFP must demonstrate comparable trust in each of the above categories for each LOA it
wishesits credentialsto be trusted by government applications (including physical access control
systems). TFPs demonstrate comparability to the | CAMSC. |dentity Providers demonstrate
comparability toa TFP.
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3. ADOPTION PROCESS

This section specifies the TFP adoption procesgur€é 3-1 illustrates the high-level process flow.

Figure 3-1 High-Level TFP Adoption Process Flow
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3.1 Assessment Package Submission

The process begins with an Applicant TFP (Applitanbmitting an Assessment Package to OGP, which
then raises the submission to the ICAMSCThe Assessment Package must include the frark&wo
trust specifications with respect to applicable NE&P 800-63 LOA trust criteria listed in Appendix A
the framework’s privacy specifications with respecSection 3.2 privacy critefiathe Applicant’s audit
and re-certification processes, the Applicant’sitandjualifications, and evidence of the Applicant’
organizational maturity. The Assessment Packags build the case that the Applicant’s trust model
and practices are comparable at the desired LOgpligants are not required to submit their assestia
any particular format, nor are they required to plynstrictly with any particular trust criteriorinstead,
the Applicant must demonstrate that its trust dmations meet or exceed the trust criteria in NEH
800-63. Failure to comply with any particular regment is not fatal, since alternative mitigation
strategieSmay satisfy trust criteria, especially at LOA JdrOA 2.

3.2 Value Determination

The ICAMSC Co-Chairs determine whether adoptiothefApplicant would be valuable to Federal
Agencies. In doing so, the Co-Chairs consider idrethe Applicant has (or is gaining) industry
recognition, whether the Applicant has direct agility to the Federal government, and other fiacés
appropriate. As part of the determination disaussihe ICAMSC Co-Chairs (or designated Team)
assess the Applicant’s organizational maturity,alvlmay include, but is not limited to the following
» Applicant legal status;
» Appropriate authorization to operate;
» Legal authority to commit the Applicant to condagtiassessments and certifying Identify
Providers on behalf of the Federal government;
» Financial capacity to manage the risks associatddasnducting assessments and certifying
Identify Providers on behalf of the Federal goveenin
* Understanding of, and compliance with any legalinements incumbent on the Applicant in
connection taonducting assessments and certifying Identify iierg on behalf of the
Federal government;
* Scope and extent of implemented security contets (access control, confidentiality of Identity
Provider information);
» Documentation of policies and procedures;
* Proof that Applicant practices are consistent withumented policies and procedures (e.g., via
independent auditor reports, if required by LOAuiegments).

The Assessment Team may request Applibana fides to assess Applicant organizational maturity,
legitimacy, stability, and reputation. Additioreffort is not expended on thisust Framework
unless it is determined to be in the best intesEdte government.

% This buffers the process from changes in leademhiCAMSC in the future. It also ensures an afienal
methodology to the overall adoption process.

% To that end, privacy experts from the CIO CouReilacy Committee will have the opportunity to jeipate in
the TFP assessments.

* This is also known as “compensating controls”.

11
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3.3 Comparability Assessment

The ICAMSC directs OGP to establish one or moreessent Teams to formally review the Applicant
at the desired LOA(s). During an assessment, #sgsment Team communicates with the Applicant to
ensure accuracy and to allow the Applicant to remeentified deficiencies. There are two
comparability assessments:

e Trust Criteria Assessment— Assessment Team determines whether criteriaeappy the
Applicant to its member identity providers are camgble to ICAM criteria. Trust criteria
assessment includes:

1. Technical and policy comparability based upon tippéndix A trust criteria;

2. Privacy policy comparability using the followingteria:

a. OptIn — Identity Provider must obtain positive confirioatfrom the End User
before any End User information is transmittedrip government applications.
The End User must be able to see each attributésttmbe transmitted as part of
the Opt In process. Identity Provider should allemd Users to opt out of
individual attributes for each transaction.

b. Minimalism — Identity Provider must transmit only those &tites that were
explicitly requested by the RP application or regdiby the Federal profile. RP
Application attribute requests must be consistétit the data contemplated in
their Privacy Impact Assessment (PIA) as requingthke E-Government Act of
2002.

c. Activity Tracking — Commercial Identity Provider must not disclas@imation
on End User activities with the government to aagty or use the information for
any purpose other than federated authenticatidh Application use of Pll must
be consistent with RP PIA as required by the E-Gawent Act of 2002.

d. Adequate Notice— Identity Provider must provide End Users witle@uite notice
regarding federated authentication. Adequate Koticludes a general description
of the authentication event, any transaction(sh wie RP, the purpose of the
transaction(s), and a description of any disclosuteansmission of Pll to any
party. Adequate Notice should be incorporated iihéoOpt In process.

e. Non Compulsory— As an alternative td%party identity providers, agencies
should provide alternative access such that thaodisre of End User PII to
commercial partners must not be a condition of s&t@ any Federal service.

f. Termination — In the event an Identity Provider ceases to pi@this service, the
Provider shall continue to protect any sensitivadiacluding PII.

3. Determination of whether the Applicant sufficientiviews member identity provider
bona fides to ensure member identity providenganizational maturity, legitimacy,
stability, and reputation.

e Audit Criteria Assessment— where appropriate, Assessment Team reviews:

1. Applicant auditor qualifications. At a minimum, tAgplicant’s auditors must:

a. Demonstrate competence in the field of complianabts;

b. Be thoroughly familiar with all requirements thhetApplicant imposes on
member identity providers;

c. Perform such audits as a regular ongoing busiretastg; and

d. Be Certified Information System Auditors (CISA) alfdsecurity specialist —
or equivalent.

2. Applicant processes used to audit its member igeptoviders; and

3. Ongoing Applicant processes used to re-certify Agapit member identity providers.

12
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An Assessment Team will typically consist of th(8gAssessors. Each Assessor will have demondtrate
professional competency directly relevant to treeasment. To ensure consistency and fairness of th
assessment process, assessments may be videdootaged, detailed meeting minutes shall be taken,
and/or an ombudsman may be present throughourdioess.

The assessment process is flexible, and dependstipmeeds of the Assessment Team. In geneeal, th
Team begins by reviewing the Applicant’s submissidhe Team may meet with the Applicant one or
more times throughout the assessment process tpuaskions or obtain clarifications. Such meetings
become part of the assessment record. When thm has sufficient information, it makes a final
determination of comparability at the desired LOA(Fhe Team may determine that there is no
comparability at any LOA. The Team documentsiitdihgs, with all applicable supporting informatjon
in a Summary Report specific to an Applicant. Buenmary Report indicates:
The extent of the Applicant’'s comparability to fhederal government for each relevant
Appendix A technical and policy trust criteria cgdey;
2. The extent of the Applicant’'s comparability to thederal government for each Section
3.2 privacy policy;
3. Sufficiency of the Applicant’s review of thmna fides of its member identity providers;
and
4. Sufficiency of the Applicant’s auditor qualificatie, auditing processes, and
recertification processes.

3.4 ICAMSC Adoption Decision

The Full ICAMSC reviews the Summary Report for Agplicant, and votes on whether to adopt the
Applicant. Upon adoption, the Applicant is addedheApproved TFP List maintained by OGP and
posted on appropriate websites; agencies may lifeedaif the adoption, and the TFP can be usedby t
Federal government.

4. ONGOING ACTIVITIES
An adopted TFP is subject to the following:

» Determination as to whether the TFP should be ditmaed (i.e., no longer acceptable to the
Federal government), as requested by any ICAMSChrenDiscontinuance may be for reasons
including, but not limited to, no longer applicaltethe Federal government, no longer
comparable with applicable ICAMSC requirementdufai to abide by terms of original
agreement; etc.

» Comparability audit (i.e., another comparabilityppang), as requested by any ICAMSC
member; and

» Comparability audit due to some length of time eitast audit (e.g., every three years) or a
significant change to TFP operations or policies.

® If the fairness of the process is questionedCth@udsman may be asked to “certify” in a report tha
assessment was consistent and fair.

13
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5. ADOPTION PROCESS MAINTENANCE

The ICAM Program will evolve over time. As the deeof the Program change or become clearer, it is
likely that the trust framework adoption procesHs wolve. The ICAMSC oversees trust framework
adoption process maintenance. Draft revisionkiefdocument will be made available to applicable
Federal government agencies and organizationsidimg TFPs, for comment. Those comments will be
provided to the ICAMSC before the final revisioraproved. Any ICAMSC member can request
revision to this document, as circumstances warrant

14
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APPENDIX A — TRUST CRITERIA

The below sets of Trust Criteria for LOA 1 througlare taken verbatim from NIST SP 800-63 and apjpeaslumn 1. Column 2 provides
clarification or explanation around the intent ke torresponding criteria in Column 1. For add@idmackground and context per trust criterion,
read the entire applicable section of NIST SP 880-6

Many of these criteria apply at more than one L@#&r convenience of the reader, all criteria ajtlie to each LOA are included in the tables
for that LOA. In some cases, the parameters ohanoon criterion (e.g., required password entropgy ime different between LOAs.

A-1 Assurance Level 1

Registration and Issuance
Assurance Level 1 R&l Trust Criteria Comment
1.A trusted relationship always exists between theaR@ Identity Provider. | Mechanisms and policiesusthde in place to ensure each party and its
obligations are known to the other.
2.Sensitive data collected during the registrati@gstmust be protected at aBufficiently protect all sensitive data including Ras defined by the Federa

times (e.g. transmission and storage) to ensusedsrity and privacy. Government; See Appendix C) obtained during regfisin.
3.Resist token issuance disclosure threat. Issuentioka manner that protects confidentiality of imfiation.
4.Resist token issuance tampering threat. Establplb@edure that allows the Subscriber to authetetitee CSP as
the source of any token and credential data that lsbe may receive.
5.Resist unauthorized token issuance threat. Estapiiscedures to ensure that the individual whoivesethe token is
the same individual who patrticipated in the regisbn procedure.
6.Some effort should be made to uniquely identify ttadk applications. “Applications” means “requeeftr token”. The intent is to ensure that the

same party acts as Applicant throughout the registr, and token and
credential issuance processes.

15
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Tokens
Assurance Level 1 Tokens Trust Criteria Comment
1. Resist token duplication threat. Protect against a Subscriber’s token being copigdav without his or her
knowledge (e.g., use tokens that are hard to copy).
2. Resist social engineering threat. Protect against an Attacker establishing a levéiusit with a Subscriber in

order to convince the Subscriber to reveal hisesrtbken or token secret.

3. For memorized secret tokens, pre-registered knaeléakens, look-up [The maximum probability that, over the life of th@ssword, an Attacker
secret tokens, and out of band tokens, the prdhathibit an Attacker can |with noa priori knowledge of the password will succeed in an ineban
guess a valid authenticator, over the lifetimeheftoken, must be less thapassword guessing attack. See NIST SP 800-63 Alppénfor complete
2% (1 in 1024). ar:j]iscussion.

Token and Credential Management
Assurance Level 1 T&C Management Trust Criteria Comment

1. Files of shared secrets used by Verifiers shafirogected by discretionarySufficiently protect shared secrets such as passwor
access controls that limit access to administratogsonly to those
applications that require access. Such sharedtd#eseshall not contain
the plaintext passwords.

2. Long term token secrets should not be shared wiithrgarties unless Any secret (e.g., password, PIN, key) involveduthantication shall not be
absolutely necessary. disclosed to third parties by verifier or CSP, gslabsolutely necessary and

appropriate (e.g., with Federal ICAM infrastructeiements).

Authentication Process

Assurance Level 1 Authentication Process Trust Créria Comment
1. Resist online guessing threat. Protect against an Attacker performing repeatedridgals by guessing
possible values of the token authenticator.
2. Resist replay threat. Protect against an Attacker being able to replayipusly captured

messages (between a legitimate Claimant and ai&@rib authenticate as

that Claimant to the Verifier.

3. Successful authentication requires that the Clairshall prove, through a|Ensure that the Claimant (person being authentaigtually possesses th
secure authentication protocol, that he or sherotsithe token. token.

4. Plaintext passwords or secrets shall not be tratesiricross a network. |A network is an open communications medium, typyctide Internet, used 1
transport messages been the Claimant and other parties.

1)

16
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Assertions

Assurance Level 1 Assertions Trust Criteria

Comment

1. Use an ICAM adopted authentication scheme.

Usepi@AM adopted authentication scheme definedtics &ssurance

level is acceptable.

17
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A-2 Assurance Level 2
LOA 2 PKI is out of scope for this document, anddslressed i€riteria and Methodology For Cross Certification With the U.S. Federal Bridge

Certification Authority (FBCA) or Citizen and Commerce Class Common Certification Authority (C4CA) [11]°. For Assurance Level 2 non-PKI
authentication (e.g., memorized secret token)fdhewing applies:

Registration and Issuance

Assurance Level 2 R&I Trust Criteria Comment

1.A trusted relationship always exists between theaR@ Identity Provider. | Mechanisms and policiesusthde in place to ensure each party and its
obligations are known to the other.

2.Sensitive data collected during the registratiod identity proofing stage |Sufficiently protect all sensitive data includinf Ras defined by the Federal
must be protected at all times (e.g. transmissimhstiorage) to ensure its |Government; See Appendix C) obtained during regfistn and identity

security and privacy. proofing.
3.Resist token issuance disclosure threat. Issuentivka manner that protects confidentiality of imfiation.
4.Resist token issuance tampering threat. Establplb@edure that allows the Subscriber to authetetitee CSP as
the source of any token and credential data that lske may receive.
5.Resist unauthorized token issuance threat. Edtapiscedures to ensure that the individual whoivesethe token is

the same individual who patrticipated in the regisbn procedure.

6.To ensure that the same party acts as Applicaotighhout the process, thgRegistration, identity proofing, and token and emtthl issuance represent
Applicant shall identify himself/herself in any nehectronic transaction |different goals of the same process. In many césegever, this process
(beyond the first transaction or encounter) by gméag a temporary secretmay be broken up into a number of separate physigaunters and
which was established during a prior transactioarmounter, or sent to theelectronic transactions. (Two electronic transaxtiare considered to be
Applicant’s phone number, email address, or physiddress of record. |separate if they are not part of the same protesgssion.) In these cases, the
The Applicant shall identify himself/herself in gen by either using a following methods shall be used to ensure thattme party acts as

secret as described above, or through the usdiohasetric that was Applicant throughout the process.
recorded during a prior encounter.
7.Resist repudiation of registration threat. Protapinst a Subscriber denying registration, claintivag they did not

register that token.

8.Applicant undergoes identity proofing by a truskRehistration Authority |Requires presentation of identifying materialsrdoimation.
(RA).

® When PKI certificate-based authentication is tddemtity Provider (rather than directly to the R&3sertion processing is also required and muttiaually
follow assertion table trust criteria.
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Assurance Level 2 R&l Trust Criteria Comment
9. Either the RA or the Identity Provider shall mainta record of each A record of the facts of registration and proofing.
individual whose identity has been verified, anel $skeps taken to verify his
or her identity, including the evidence requiretble

10. The Identity Provider shall be prepared to provieeords of In the event of detected or suspected identitydfthe Identity provider may
identity proofing to Relying Parties as necessary. be required to provide the detailed records ofstegfion and credential
issuance as part of an investigation.
11. The identity proofing and registration process ldbalperformed The practice statement should address primary tgscof registration and
according to a written policy gractice statement that specifies the identity proofing.

particular steps taken to verify identities.

12. If the RA and Identity Provider are remotely lochtand communicate |See Appendix C for definition of “Approved”.
over a network, the entire registration transactietween the RA and
Identity Provider shall be cryptographically auttiested using an
authentication protocol that meets Level 2 requésts, and any secrets
transmitted shall be encrypted using an Approvemygrion method.

13. The Identity Provider shall be able to uniquelynitify each Subscriber |Ensure a person with the applicant’s claimed aiteb exists, and those
and the associated tokens and the credentialgissukat Subscriber. The|attributes are sufficient to uniquely identify agle person.
Identity Provider shall be capable of conveying ihformation to Verifiers
and Relying Parties.

14. The name associated with the Subscriber may belpagmous but the |Associate a person’s pseudonym to the person’sieeaé. Support a
RA or Identity Provider shall know the actual idgnbf the Subscriber. In |mechanism to specify whether the name in the ctedésreal or
addition, pseudonymous Level 2 credentials mustistenguishable from |pseudonym.

Level 2 credentials that contain meaningful names.

15. The results of the identity proofing step (whichynireclude background |Sufficiently protect all identity proofing informiah and ensure it comes
investigations of the Applicant) have to be pratédo ensure source from known, trusted sources.
authentication, confidentiality and integrity.

16. Applicant supplies his or her full legal name, adr@ss of record, and
date of birth, and may, subject to the policy & BA or CSP, also supply
other individual identifying information.

17. For In-Person Proofing — Possession of a validecuinprimary If ID does not confirm address of record, theniiseance process should
Government Picture ID that contains Applicant'stpie, and either addressnclude a mechanism to confirm the address of decor
of record or nationality (e.g. driver’s licenseRassport). Inspect photo-1D
compare picture to Applicant, record ID number,radd and DoB. If ID
appears valid and photo matches Applicant then:
a. If ID confirms address of record, authorizes ouésscredentials
and sends notice to address of record, or;

b. If ID does not confirm address of record, issueslentials in a
manner that confirms address of record.
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Assurance Level 2 R&l Trust Criteria Comment
18. For Remote Proofing — Possession of a valid Goventiib (e.g. a
driver’s license or Passport) number and a find@@eount number (e.g.,
checking account, savings account, loan or credi)owith confirmation
via records of either number. Inspect both ID narmdnd account number
supplied by Applicant (e.g. for correct number @fit$). Verifies
information provided by Applicant including ID nu@bOR account
number through record checks either with the apple agency or
institution or through credit bureaus or similatatsmses, and confirms that:
name, DoB, address other personal informationdonds are on balance
consistent with the application and sufficientdentify a unique individual
Address confirmation and notification:
a. Sends notice to an address of record confirmeldeimeécords check
or;
b. Issues credentials in a manner that confirms tleesd of record
supplied by the Applicant; or
c. Issues credentials in a manner that confirms tilyatf the
Applicant to receive telephone communications araghat number
or e-mail address associated with the Applicameaords. Any
secret sent over an unprotected channel shallde¢ upon first use

19. If the exact number of tokens to be issued is gogded upon early in thelA common reason for breaking up the registratiacess as described

registration process, then the tokens should hisndisshable so that above is to allow the subscriber to register ormload software tokens in
Verifiers will be able to detect whether any sugpis activity occurs two or more different computing environments. Tikipermissible as long
during the first few uses of a newly issued token. as the tokens individually meet the appropriate@sge level.

20. Federally regulated financial institutions, brolgga and dealers may [Federal law, including the Bank Secrecy Act andUiB\ Patriot Act,
issue credentials to their customers via the mashennormally used for impose a duty on finaiial institutions to “know their customers” and repo
on-line banking or brokerage credentials, and ns®yan-line banking or [suspicious transactions to help prevent money lawing and terroris
brokerage credentials and tokens as Level 2 E-atitla¢tion credentials  financing. Many financial institutions are regulitey Federal Agencies su
and tokens, provided they meet the provisions L2vel as the Office of the Comptroller of the CurrencyC(C) or other members of
the Federal Financial Institutions Examination GoufFFIEC) and the
Securities and Exchanges Commission (SEC). Thesgaters normally
require the intuitions to implement a Customer tdieation Program. Thes
provisions apphto Federally regulated financial institutions, bechges and
dealers subject to such Federal regulation, thpleiment such a Custom
Identification Progran
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Tokens

Assurance Level 2 Tokens Trust Criteria

Comment

. Resist token theft threat.

Protecta token with a physical manifestation (e.g., ometpassword device
hardware cryptographic device) from being stolerabyAttackel

. Resist token duplication threat.

Protect against a Subscriber’s token being copiéuav without his or he
knowledge e.g., use tokens that are hard to copy).

. Resist social engineering threat.

Protect against an Attacker establishing a levédust with a Subscriber |
order to convince the Subscriber to reveal hisavrttken or token secr

. For memorized secret tokens, pre-registered knayeléokens, look-up
secret tokens, and out of band tokens, the prdhathibt an Attacker can
guess a valid authenticator, over the lifetimeheftoken, must be less thg
2% (1in 16,384).

The maximum probability that, o\ the life of the password, an Attacker
with noa priori knowledge of the password will succeed in an ineban
password guessing atte. See NIST SP 800-63 Appendix A for complete
discussior

. When a multi-factor token or a multi-token autheation scheme is being

used, the security properties of each factor @agh token are consideregssurance level than would otherwise be atta

additive in nature. If one factor of a multi-facerheme or one token of g
multi-token scheme has the desired properties §ven assurance level,
it is considered sufficient.

Combining multiple factors and/or multiple tokenayrachieve a highe

. For single token schemes that use one token toagaiess to a second
token, the compound solution is only as strondagdken with the lowes
assurance level.

The solution is only as strong as its weakest
[

. For memorized secret tokens, pre-registered knayeléokens, look-up
secret tokens, and out of band tokens, authentgatast have greater
than 10 bits of min-entropy.

See NIST SP 8(-63 Appendix A for complete discussion.

Min-entropy is a measure of the difficulty that ana&ker has to guess the
most commonly chosen password used in a systemn\&password has-
bits of mir-entropy then an Attacker requires as many trafind a user
with that password as is needed to guess-bit random quantity.

. For out of band tokens, the authenticator must ladimited lifetime, on
the order of minutes and can only be used once.

. Single factor one time password devices must uggadved block cipher
or hash function to combine a symmetric key stanedlievice with a
nonce to generate a one-time password. The crygjibgr module
performing this operation shall be validated at$[0-2 Level 1 or
higher. The nonce may be a date and time, or atepganerated on the
device. The one-time password must have a lintifetime, on the order
of minutes.

See Appendix C for definition of “Approvec See Appendix B for refereng
to FIPS 14-2 document.

10For single factor cryptographic devices, the crgpéphic module shall be

See Appendix B for reference to FIPS -2 document.

validated at FIPS 140-2 Level 1 or higher.
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Token and Credential Management

Assurance Level 2 T&C Management Trust Criteria

Comment

1.

Files of shared secrets used by Identity Providetevel 2 shall be
protected by discretionary access controls thét hetess to
administrators and only to those applications teqtire access. Such
shared secret files shall not contain the plainpasswords or secrets; twg
alternative methods may be used to protect theedrsmcret:

a. Passwords may be concatenated to a variablgzagétble across a
group of passwords that are stored together) asmdhhshed with an
Approved algorithm so that the computations usezbtaluct a
dictionary or exhaustion attack on a stolen pasdite are not useful tg
attack other similar password files. The hashedwwasls are then
stored in the password file. The variable salt imayomposed using a
global salt (common to a group of passwords) ardifername (unique
per password) or some other technique to ensugpieness of the salt
within the group of passwords.

b. Shared secrets may be stored in encrypted feing Wpproved
encryption algorithms and modes, and the neededtsgecrypted only
when immediately required for authentication. ldiidn, any method

D

allowed to protect shared secrets at Level 3 oay¢ be used at Level 2.

Sufficiently protect shared secrets such as passwvdsee Appendix C for

definition of “Approved”.
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Assurance Level 2 T&C Management Trust Criteria

Comment

2. Long term shared authentication secrets, if udeal| sever be revealed tqg
any party except the Subscriber and Identity Penthcluding Verifiers
operated as a part of the Identity Provider); haawvesession (temporary)
shared secrets may be provided by the IdentityiBeovo independent
Verifiers. Cryptographic protections are requifedall messages
between the Identity Provider and Verifier whichtzon private
credentials or assert the validity of weakly bowngbotentially revoked
credentials. Private credentials shall only be #aotugh a protected
channel to an authenticated party to ensure cantfalgy and tamper
protection. The Identity Provider may send the fi@ria message, which
either asserts that a weakly bound credentiallid,var that a strongly
bound credential has not been subsequently revakékis case, the
message shall be logically bound to the credemtral, the message, the
logical binding, and the credential shall all bensmitted within a single
integrity protected session between the Verifiat e authenticated

Identity Provider. If revocation is an issue, theegrity protected messages

shall either be time stamped, or the session Kegié axpire with an
expiration time no longer than that of the revamafist. Alternatively, the
time stamped message, binding, and credential thag aigned by the
Identity Provider, although, in this case, the ¢hirecombination would
comprise a strongly bound credential with no needdvocation.

Sufficiently protect long term shared authenticatecrets.

3. The Identity Provider shall establish suitable gieb for renewal and re-
issuance of tokens and credentials. Proof-of-psgzesf the unexpired
current token shall be demonstrated by the Claimpgat to the Identity
Provider allowing renewal and re-issuance. Passsshdll not be
renewed; they shall be re-issued. After expirywofent token, renewal an
re-issuance shall not be allowed. All interactishall occur over a
protected channel such as SSL/TLS. Secondary diatiemust never be
renewed or re-issued.
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Assurance Level 2 T&C Management Trust Criteria Comment

4. Identity Providers shall revoke or destroy creddsatand tokens within 72|For PKI credentials, Federal ICAM relies on theyeno criteria and
hours after being notified that a credential idorgyer valid or a token is |methodology of the FPKIPA.
compromised to ensure that a Claimant using thentalannot successfully
be authenticated. If the Identity Provider issueslentials that expire
automatically within 72 hours (e.g. issues fresttifigates with a 24 hour
validity period each day) then the Identity Provigenot required to
provide an explicit mechanism to revoke the creidéntidentity Providers
that register passwords shall ensure that the atiescor de-registration of
the password can be accomplished in no more thdmo@. CAs cross-
certified with the Federal Bridge CA at the Citizzemd Commerce Class
Basic, Medium and High or Common Certificate Polieyels are
considered to meet credential status and revocptimrisions of this level,
Secondary credentials must have a lifetime less #2shours.

5. Arecord of the registration, history, and statfisach token and credentia
(including revocation) shall be maintained by ttHeritity Provider or its
representative. The record retention period of ftathevel 2 credentials
is seven years and six months beyond the expiratioavocation
(whichever is later) of the credential. IdentityfAders operated by or on
behalf of executive branch agencies shall also¥okither the General
Records Schedule established by the National Aeshaaind Records
Administration or an agency-specific schedule adiagble. All other
entities shall comply with their respective recorei®ntion policies in
accordance with whatever laws apply to those estiti

6. Tokens can be renewed using out of band deliveghar@sms. If the
Subscriber uses an out of band token delivery amprare-registration of
the delivery mechanism can be equated to tokerwara re-issuance. In
such a case, the subscriber must use an alteyeai@ready registered
delivery mechanism to deliver the token and thén gacess to the
Identity Provider such that the registration data be updated by the
Subscriber or, if no alternate out of band chamas registered with the
original out of band channel the subscriber muststablish their identity
with the Identity Provider in order to update theigistration data.

7. The Identity Provider should establish policiestfiken collection to avoidThe Identity Provider may destroy such collectdetts, or zeroize them to
the possibility of unauthorized use of the tokemerait is considered out oflensure that there are no remnants of informatiahdhn be used by an
use. Attacker to derive the token value.
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Authentication Process

Assurance Level 2 Authentication Process Trust Créria Comment
1. Resist online guessing threat. Protect against an Attacker performing repeatedridgals by guessing
possible values of the token authenticator.
2. Resist replay threat. Protect against an Attacker being able to replayipusly captured

messages (between a legitimate Claimant and ai&®rib authenticate as

that Claimant to the Verifier.

3. Successful authentication requires that the Clairshall prove, through a|Ensure that the Claimant (person being authentgaigtually possesses th
secure authentication protocol, that he or sherotsithe token. token.

4. Plaintext passwords or secrets shall not be tratesiricross a network. |A network is an open communications medium, typyctide Internet, used 1
transport messages between the Claimant and chteg

5. Resist session hijacking threat. Protect against an Attacker being able to take auwaalready authenticated
session by eavesdropping on or predicting the vaflaeithentication
cookies used to mark HTTP requests sent by thecBbbs.
6. Resist eavesdropping threat. Approved cryptograpingquired to resist |Protect against an attack in which an Attackeetistpassively to the
eavesdropping. authentication protocol to capture information whéan be used in a
subsequent active attack to masquerade as the&laim
See Appendix C for definition of “Approved”.
7. Weakly resist man-in-the-middle threat. Protect against an attack on the authenticatiotopobrun in which the
Attacker positions himself in between the Claimamd Verifier so that h
can intercept and alter data traveling between theéxmprotocol is said to b
weakly resistant to man-in-the-middle attacks if it providgesiechanism for
the Claimant to determine whether he or she isanteng with the rec
Verifier, but still leaves the opportunity for ther-vigilant Claimant to
reveal a token authenticator (to anuthorized party) that can be used to
masquerade as the Claimant to the real Ver

8. The authentication process shall provide sufficiefarmation to the Ensure the authentication process can uniquelttifsjlezach Subscriber and
Verifier to uniquely identify the appropriate regéion information that |the associated tokens and credentials issuedtt&titescriber.
was (i) provided by the Subscriber at the timeegfistration, and (ii)
verified by the RA in the issuance of the token aretlential.

1)
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Assurance Level 2 Authentication Process Trust Créria Comment
9. Session data transmitted between the ClaimantrenBelying Party Protect data exchanged between the end user aRkijiag Party. See
following a successful Level 2 authentication ntstprotected as Appendix B for reference to FIPS 199 and NIST SP-88 documents.

described in the NIST FISMA guidelines. Specifigalill session data
exchanged between information systems that argaéted as FIPS 199
“Moderate” or “High” for confidentiality and intedy, shall be protected
in accordance with NIST SP 800-53 Control SC-8 @hiequires
transmission confidentiality) and SC-9 (which regaitransmission

integrity).
Assertions
Assurance Level 2 Assertions Trust Criteria Comment
1. Use an ICAM adopted authentication scheme. Useypi@AM adopted authentication scheme defined it assurance)

level is acceptable.
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A-3 Assurance Level 3

LOA 3 PKI is out of scope for this document, anddslressed i€riteria and Methodology For Cross Certification With the U.S. Federal Bridge
Certification Authority (FBCA) or Citizen and Commerce Class Common Certification Authority (CACA) [11]’. For Assurance Level 3 non-PKI
authentication (e.g., One Time Password device)fdtowing applies:

Registration and Issuance

Assurance Level 3 R&I Trust Criteria

Comment

1.A trusted relationship always exists between theaR@ Identity
Provider.

Mechanisms and policies should be in place to ensach party and its
obligations are known to the other.

2.The sensitive data collected during the registrasiod identity proofing
stage must be protected at all times (e.g. trarssonisand storage) to
ensure its security and privacy.

Sufficiently protect all sensitive data including Ras defined by the Federa
Government; See Appendix C) obtained during regfistn and identity
proofing.

L

3.Resist token issuance disclosure threat.

Issuentioka manner that protects confidentiality of imfiation.

4.Resist token issuance tampering threat.

Establpib@edure that allows the Subscriber to authetetitee CSP as
the source of any token and credential data that lske may receive.

5.Resist unauthorized token issuance threat.

Edtapiscedures to ensure that the individual whoivesethe token is
the same individual who patrticipated in the regisbn procedure.

6.To ensure that the same party acts as Applicaotigiout the process,
the Applicant shall identify himself/herself in éacew electronic
transaction by presenting a temporary secret wivarh established
during a prior transaction or encounter, or serhéoApplicant’s
physical address of record. The Applicant shalhidg himself/herself
in person by either using a secret as describedealoo through the use
of a biometric that was recorded during a prioroemter. Temporary
secrets shall not be reused.

Registration, identity proofing, and token and emthl issuance represent
different goals of the same process. In many césagever, this process
may be broken up into a number of separate physi@unters and
electronic transactions. (Two electronic transaxtiare considered to be
separate if they are not part of the same protesgesion.) In these cases, 1
following methods shall be used to ensure thattme party acts as
Applicant throughout the process.

7.Resist repudiation of registration threat.

A Suliardenies registration, claiming that they did register that
token.

8.Applicant undergoes identity proofing by a truskRehistration

Authority (RA).

Requires presentation and verification of identifymaterials or
information.

he

"When PKI certificate-based authentication is tddemtity Provider (rather than directly to the R&3sertion processing is also required and muttiaually

follow assertion table trust criteria.
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Assurance Level 3 R&l Trust Criteria Comment
9. Either the RA or the Identity Provider shall mainta record of each |A record of the facts of registration and proofing.
individual whose identity has been verified, ane $keps taken to verify
his or her identity, including the evidence reqgdine the sections below.
10. The Identity Provider shall be prepared to provielgords of identity |The record of the facts of registration and pramfin
proofing to Relying Parties as necessary
11. The identity proofing and registration process ldbalperformed The practice statement should address primary tgsoof registration and
according to a written policy gractice statement that specifies the identity proofing.
particular steps taken to verify identities.

12. If the RA and Identity Provider are remotely lochtand See Appendix C for definition of “Approved”.
communicate over a network, the entire registratiansaction between
the RA and Identity Provider shall be cryptographicauthenticated
using an authentication protocol that meets Levelg@iirements, and
any secrets transmitted shall be encrypted usingpanoved encryption
method.

13. The Identity Provider shall be able to uniquelyniiy each Ensure a person with the applicant’s claimed aiteb exists, and those
Subscriber and the associated tokens and the ¢ir@déssued to that |attributes are sufficient to uniquely identify agle person.
Subscriber. The Identity Provider shall be capalbleonveying this
information to Verifiers and Relying Parties.

14. The name associated with the Subscriber shall lzaimgful. Verified real names, not pseudonyms.

15. The results of the identity proofing step (whichyniraclude Sufficiently protect all identity proofing informiah and ensure it comes
background investigations of the Applicant) havéégrotected to from known, trusted sources.
ensure source authentication, confidentiality amegrity.

16. Applicant supplies his or her full legal name, ddress of record,
and date of birth, and may, subject to the policthe RA or CSP, also
supply other individual identifying information.

17. For In-Person Proofing — Possession of verifiedentrprimary
Government Picture ID that contains Applicant'stpie and either
address of record or nationality (e.g. driver'®tise or passport).
Inspects Photo-ID and verify via the issuing goweent agency or
through credit bureaus or similar databases. Qosfthat: name, DoB,
address and other personal information in recoeccansistent with the
application. Compares picture to Applicant, reci¥dchumber, address
and DoB. If ID is valid and photo matches Applicémgn:

a. If ID confirms address of record, authorizessiue credentials and
send notice to address of record, or;

b. If ID does not confirm address of record, isstreslentials in a
manner that confirms address of record.
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Assurance Level 3 R&I Trust Criteria Comment

18. For Remote Proofing — Possession of a valid Govemnib (e.g. a
driver’s license or Passport) number and a find@@eount number
(e.g., checking account, savings account, loamedgtittcard) with
confirmation via records of both numbers. Verifformation provided
by Applicant including ID number AND account numbierough record
checks either with the applicable agency or instituor through credit
bureaus or similar databases, and confirms thaten®oB, address and
other personal information in records are consistéth the application
and sufficient to identify a unique individual. Adgs confirmation:

a. Issues credentials in a manner that confirms tlleess of record
supplied by the Applicant; or

b. Issues credentials in a manner that confirms tiliyabf the
Applicant to receive telephone communications afiaber
associated with the Applicant in records, whileoreling the
Applicant’'s voice or using equivalent alternativeans to
establish non-repudiation.

19. If the exact number of tokens to be issued is goded upon early in|A common reason for breaking up the registratiacess as described
the registration process, then the tokens shoultidtimguishable so thgabove is to allow the subscriber to register ormload software tokens in
Verifiers will be able to detect whether any sugpis activity occurs |two or more different computing environments. Tikipermissible as long
during the first few uses of a newly issued token. as the tokens individually meet the appropriate@sge level.

20. Federally regulated financial institutions, brolgga and dealers  [Federal law, including the Bank Secrecy Act andUls&\ Patriot Act,

may issue credentials to their customers via theham@isms normally  jmpose a duty on financial institutions to “knovethcustomers” and repc
used for on-line banking or brokerage credentais, may use on-line [suspicious transactions to help prevent money lewing ind terrorist
banking or brokerage credentials and tokens asl3ekeAuthentication ffinancing. Many financial institutions are reguthtey Federal Agencies su
credentials and tokens, provided: as the Office of the Comptroller of the CurrencyC(©) or other members
a. The customers have been customers in good stafuiag the Federal Financial Institutions Examination GoliFFIEC) and the
period of at least 1 year prior to the issuancE-aiith Securities and Exanges Commission (SEC). These regulators normally
credentials, and require the intuitions to implement a Customer tifimation Program. Thes

b. The customers have appeared in-person before esepiative provisions apply to Federally regulated financmstitutions, brokerages al
' of the financial institution, and the representtiias inspected dealers subject to such Federal regulation, mplement such a Customer

a Government issued primary Photo-ID and compdred t Identification Progran
picture to the customer.

c. The credentials and tokens meet all additional isions of
Level 3 as appropriate.
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Assurance Level 3 R&I Trust Criteria

Comment

21. PKI credentials shall be issued by a CA cross-iedtivith the
FBCA under FBCA CP, Common CP, or C4 CP, or a patiapped to
one of those policies.

For PKI credentials, Federal ICAM relies on thevamo criteria and

methodology of the FPKIPA.
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Tokens
Assurance Level 3 Tokens Trust Criteria Comment
1. Resist token theft threat. Protect a token with a physical manifestation (exge time password
device, hardware cryptographic device) from beiotes by an Attacker.
2. Resist token duplication threat. Protect against a Subscriber’s token being copigdav without his or her
knowledge (e.g., use tokens that are hard to copy).
3. Resist social engineering threat. Protect against an Attacker establishing a levéiusit with a Subscriber in
order to convince the Subscriber to reveal hisaprtbken or token secret.
4. When a multi-factor token or a multi-token autheation scheme is beingCombining multiple factors and/or multiple tokenayrachieve a higher
used, the security properties of each factor @ash token are consideregassurance level than would otherwise be attained.
additive in nature. If one factor of a multi-fackwheme or one token of g
multi-token scheme has the desired properties §ven assurance level,
it is considered sufficient.
5. For single token schemes that use one token toaga®ss to a second |The solution is only as strong as its weakest link.
token, the compound solution is only as strondhadaken with the lowest
assurance level.

Token and Credential Management

Assurance Level 3 T&C Management Trust Criteria

Comment

1. Files of long-term shared secrets used by IdeRtibywiders or Verifiers at

Level 3 shall be protected by discretionary accesdrols that limit access

to administrators and only to those applicatiord thquire access. Such
shared secret files shall be encrypted so that:

a. The encryption key for the shared secret filenisrypted under a key
held in a FIPS 140-2 Level 2 or higher validatectiare cryptographic|
module or any FIPS 140-2 Level 3 or 4 cryptographadule and

decrypted only as immediately required for an antibation operation.

b. Shared secrets are protected as a key withindhedary of a FIPS
140-2 Level 2 or higher validated hardware crypapiic module or any
FIPS 140-2 Level 3 or 4 cryptographic module anabisexported in
plaintext from the module.

See Appendix B for reference to FIPS 140-2 document
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Assurance Level 3 T&C Management Trust Criteria Comment

2. Identity Providers shall provide a secure mechangallow Verifiers or |See Appendix C for definition of “Approved”.
Relying Parties to ensure that the credentialvalid. Such mechanisms
may include on-line validation servers or the imeshent of Identity
Provider servers that have access to status retoadghentication
transactions. Temporary session authentication keysbe generated
from long-term shared secret keys by Identity Riteks and distributed to
third party Verifiers, as a part of the verificatiservices offered by the
Identity Provider, but long-term shared secretdl iz be shared with any
third parties, including third party Verifiers. Amved cryptographic
algorithms are used for all operations.

3. Renewal and re-issuance shall only occur prioxjoration of the current
credential. Claimants shall authenticate to thetitleProvider using the
existing token and credential in order to renewesissue the credential.
All interactions shall occur over a protected chersuch as SSL/TLS.

4. |dentity Providers shall have a procedure to revakelentials and tokens
within 24 hours. Verifiers shall ensure that thieetos they rely upon are
either freshly issued (within 24 hours) or stillidaShared secret based
authentication systems may simply remove revokdis&ibers from the
verification database. Secondary credentials maxa k lifetime less than
2 hours.

5. Arecord of the registration, history, and statfisach token and credentia
(including revocation) shall be maintained by tteritity Provider or its
representative. The record retention period of ftathevel 3 credentials
is seven years and six months beyond the expiratioavocation
(whichever is later) of the credential. IdentityfAders operated by or on
behalf of executive branch agencies shall also¥okither the General
Records Schedule established by the National Aeshaaind Records
Administration or an agency-specific schedule adiagble. All other
entities shall comply with their respective recorei®ntion policies in
accordance with whatever laws apply to those estiti
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Assurance Level 3 T&C Management Trust Criteria

Comment

. Tokens can be renewed using out of band deliveghar@sms. If the
Subscriber uses an out of band token delivery amprare-registration of
the delivery mechanism can be equated to tokerwara re-issuance. In
such a case, the subscriber must use an alteyeai@ready registered
delivery mechanism to deliver the token and then gacess to the
Identity Provider such that the registration data be updated by the
Subscriber or, if no alternate out of band chamas registered with the
original out of band channel the subscriber muststablish their identity
with the Identity Provider in order to update theigistration data.

. The Identity Provider should establish policiestfikken collection to avoid
the possibility of unauthorized use of the toketerait is considered out of
use.

The Identity Provider may destroy such collectdetts, or zeroize them to
ensure that there are no remnants of informatiahdan be used by an
Attacker to derive the token value.

. Token and credential verification services catemgatias FIPS 199
“Moderate” or “High” for availability shall be pretted in accordance wit
the Contingency Planning (CP) controls specifieMiST SP 800-53 to
provide an adequate level of availability neededlie service.

See Appendix B for reference to FIPS 199 and NIBB80-53 documents.
h

Authentication Process

Assurance Level 3 Authentication Process Trust Créria

Comment

. Resist online guessing threat.

Protect against an Attacker performing repeatedrdgals by guessing
possible values of the token authenticator.

. Resist replay threat.

Protect against an Attacker being able to replayipusly captured
messages (between a legitimate Claimant and ai&®rié authenticate as
that Claimant to the Verifier.

. Authentication is based on proof of possessiomeflowed types of
tokens through a cryptographic protocol. Autheattan requires that the
Claimant prove through a secure authenticatioropmitthat he or she
controls the token.

Ensure that the Claimant (person being authentgatetually possesses th
token.

D

4. Plaintext passwords or secrets shall not be trateshricross a network. |A network is an open communications medium, typyctide Internet, used 1
transpor messages between the Claimant and other parties.
5. Resist session hijacking threat. Protect against an Attacker being able to take amaalready authenticated

session by eavesdropping on or predicting the vall@eithentication
cookies used to mark HTTP requests sent by thecBbbs.
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Assurance Level 3 Authentication Process Trust Créria Comment
6. Resist eavesdropping threat. Protect against an attack in which an Attackeetistpassively to the
authentication protocol to capture information whéan be used in a
subsequent active attack to masquerade as the&laim
See Appendix C for definition of “Approved”.
7. Weakly resist man-in-the-middle threat. Protect against an attack on the authenticatiotopobrun in which the
Attacker positions himself in between the Claimamd Verifier so that h
can intercet and alter data traveling between them. A prottecsaid to be
weakly resistant to mi-in-the-middle attacks if it provides a mechanism f
the Claimant to determine whether he or she isanteng with the ree
Verifier, but still leaves the opponity for the non-vigilant Claimant to
reveal a token authenticator (to an unauthorizetypthat can be used
masquerade as the Claimant to the real Ver

8. The authentication process shall provide sufficiefarmation to the Ensure the authentication process can uniquelttifjlezach Subscriber and
Verifier to uniquely identify the appropriate regéion information that |the associated tokens and credentials issuedtt&titescriber.
was (i) provided by the Subscriber at the timeegfistration, and (ii)
verified by the RA in the issuance of the token aretlential.

9. Approved cryptographic techniques shall be usealfarperations Protect data exchanged between the end user aRktyiag Party. See
including the transfer of session data. Appendix C for definition of “Approved”.
10. Resist phishing/pharming threat. Protect against a phishing attack in which the &tlbsr is lured (usually

through an email) to interact with a counterfeitrifier, and tricked into
revealing information that can be used to masqeeaadhat Subscriber to
the real Verifier; and against a pharming attaclkengtan Attacker corrupts
an infrastructure service such as DNS (Domain N8gereice) causing the
Subscriber to be misdirected to a forged Verifieiyithg Party, and
revealing sensitive information, downloading harhsfoftware or
contributing to a fraudulent act.
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Assertions

Assurance Level 3 Assertions Trust Criteria

Comment

1. Use an ICAM adopted authentication scheme.

Usepi@AM adopted authentication scheme definedtics &ssurance

level is acceptable.
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A-4 Assurance Level 4

LOA 4 PKI is out of scope for this document, anddslressed i€riteria and Methodology For Cross Certification With the U.S. Federal Bridge
Certification Authority (FBCA) or Citizen and Commerce Class Common Certification Authority (C4CA) [11].
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APPENDIX C - DEFINITIONS

Term Definition

Adopted An open identity management standard that the IG&Besses, approves, and scopes

Authentication government-wide use. An adopted scheme meedpplicable ICAM requirements, as

Scheme well as other Federal statutes, regulations, afidies. In addition, the structured
adoption process provides assurance to all ICAMigipants that underlying identity

(Adopted assurance technologies are appropriate, robussthiesl and secure.

Scheme)

Adoption Acceptance of d%party Trust Framework by the Federal governmetet afgorous
review and determination of comparability at a et Level of Assurance.

Approved FIPS approved or NIST recommended. An algorithrteohnique that is either 1)

Encryption specified in a FIPS or NIST Recommendation, orddpged in a FIPS or NIST

Method Recommendation

Assertion A statement from a Verifier to a Relying Party thantains identity information about g
Subscriber. Assertions may also contain verifiddbaites.

Assertion Identifies the Verifier and includes a pointer the full assertion held by the Verifier.

Reference

Audit Criteria

TFP auditor qualifications, TFP identity providerdét processes, and ongoing TFP
identity provider re-certification processes.

The process of establishing confidence in the itleaf users or information systems.

Authentication
Authentication A defined sequence of messages between a Claimdrat ¥erifier that demonstrates
Protocol that the Claimant has control of a valid tokendtablish his/her identity, and optionally

demonstrates to the Claimant that he or she is aorimating with the intended Verifier

for

Bearer Assertion

An assertion that does not provide a mechanisrthiSubscriber to prove that he or s
is the rightful owner of the assertion. The RelyiPayty has to assume that the assertiq
was issued to the Subscriber who presents thetiasser the corresponding assertion
reference to the Relying Party.

he
n

Automated recognition of individuals based on tlhehavioral and biological

Biometric o : . - L
characteristics. In this document, biometrics maybed to unlock authentication toke
and prevent repudiation of registration.

Bona Fides EV|den<_:e that provides insight into an organizasionaturity, legitimacy, stability, and
reputation.

P TFP certification of an identity provider is thetélenination that the identity provider's

Certification . . )

: policies and practices are comparable to ICAM treguirements.

(Certify)

Claimant A party whose identity is to be verified using anhentication protocol.

Comparability

Equivalence of Trust Framework Pdavicriteria to ICAM trust criteria as determined
by ICAM designated Assessment Teams.

Confidentiality

The property that sensitive information is not ttised to unauthorized individuals,
entities or processes.

Cross-certified

A certificate used to establish a trust relatiopdtetween two Certification Authorities.
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Term

Definition

Cryptographic

A well-defined computational procedure that takagable inputs, including a
cryptographic key, and produces an output.

Direct Assertion
Model

The Claimant uses his or her E-authentication takeauthenticate to the Verifier.

Following successful authentication of the Claimame Verifier creates an assertion,
and sends it to the Subscriber to be forwardetdgd=elying Party. The assertion is use
by the Claimant/Subscriber to authenticate to tbkyiRg Party.

2d

E-Authentication
Credential

An object that authoritatively binds an identity@optionally, additional attributes) to ¢
token possessed and controlled by a person.

Entropy

A measure of the amount of uncertainty that ancdkita faces to determine the value o
secret. Entropy is usually stated in bits. See NS®T800-63 for additional information.

fa

Full Legal Name

A person's name that is usually the name givelirtht &nd recorded on the birth
certificate but that may be a different name thatsed by a person consistently and
independently or that has been declared the pereame by a court. That is, the nam
one has for official purposes; not a nickname @ugdsnym.

D

Holder-of-key
Assertion

A holder-of-key assertion contains a reference sgrametric key or a public key
(corresponding to a private key) possessed by ths@iber. The Relying Party may
require the Subscriber to prove possession ofdbeetsthat is referenced in the asserti
In proving possession of the Subscriber’s sednetSubscriber also proves that he or s
is the rightful owner of the assertion. It is there difficult for an Attacker to use a
holder-of-key assertion issued to another Subscridece the former cannot prove
possession of the secret referenced within thetamse

bN.
she

Identity

A unique name of an individual person. Since tigal@mames of persons are not
necessarily unigue, the identity of a person mudtide sufficient additional informatiof
(for example an address, or some unique idengfieh as an employee or account
number) to make the complete name unique.

Identity Proofing

The process by which a CSP and an RA validatecseiffi information to uniquely
identify a person.

Identity Provider

A trusted entity that issues or registers subsctifileens and issues electronic credenti
to subscribers. The Identity Provider may encompagsstration Authorities and

verifiers that it operates. An Identity Provideryni#e an independent third party, or ma
issue credentials for its own use.

als

Indirect Assertion
Model

In the indirect model, the Claimant uses his ortbhken to authenticate to the Verifier.
Following successful authentication, the Verifieeates an assertion as well as an
assertion reference (which identifies the Verifiad includes a pointer to the full
assertion held by the Verifier). The assertionneriee is sent to the Subscriber to be
forwarded to the Relying Party. In this model, #ssertion reference is used by the

Claimant/Subscriber to authenticate to the Relyagy. The Relying Party then uses the

assertion reference to explicitly request the dgissefrom the Verifier.

The property that data has not been altered byaathorized entity.

Integrity

Issuance Delivery of token or credential to thessuiber of an Identity Provider.

Level of In the context of OMB M-04-04nd this document, assurance is defined as 1)ciped
Assurance of confidence in the vetting process used to eistalhe identity of an individual to
(LOA) whom the credential was issued, and 2) the dedreenfidence that the individual who

uses the credential is the individual to whom treglential was issued.
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Term Definition
Min-Entropy A measure of the difficulty that an Attacker hagjteess the most commonly chosen
password used in a system. In this document, enteogtated in bits. When a passwor
has n-bits of min-entropy then an Attacker requaresnany trials to find a user with thd
password as is needed to guess an n-bit randontityudime Attacker is assumed to
know the most commonly used password(s). See I$IS800-63 for additional
information.
Multi-factor Use of two or more of he following:
Authentication .
1. Something you know (for example, a password)
2. Something you have (for example, an ID badge or a cryptographic key)
3. Something you are (for example, a thumb print or other biometric Jata
Authentication systems that incorporate all thisstdrs are stronger than systems that
only incorporate one or two of the factors.
Multi-token Two or more tokens are required to verify the idgrdf the Claimant.
Authentication
An open communications medium, typically the In&drithat is used to transport
Network . .
messages between the Claimant and other parties.
Nonce A value used in security protocols that is neveeeged with the same key. For examp

challenges used in challenge-response authenticptaiocols generally must not be

repeated until authentication keys are changethewe is a possibility of a replay attack.

Using a nonce as a challenge is a different remerd than a random challenge, becad
a nonce is not necessarily unpredictable.

le,

se

Non-repudiation

Assurance that the sender of information is pravidéh proof of delivery and the
recipient is provided with proof of the sender’sritity, so neither can later deny havin
processed the information.

Out of Band Communications which occur outside pfeviously established communication meth
or channel.

Personal Information which can be used to distinguish océran individual's identity, such as

Identifying their name, social security number, biometric rdspetc. alone, or when combined wi

Information other personal or identifying information whichlirsked or linkable to a specific

individual, such as date and place of birth, motheraiden name, etc.

Possession and

The ability to activate and use the token in amantication protocol.

Control of a
Token
A protocol where a Claimant proves to a Verifieatthe/she possesses and controls a
Proof of tok " |
Possession oken (e.g., a key or password)
Protocol
Pseudonym A Subscriber name that has been chosen by the Shdasthat is not verified as

meaningful by identity proofing.

Registration

The process through which a party applies to bec®ebscriber of a CSP and an RA

validates the identity of that party on behalftud CSP.

40



Trust Framework Provider Adoption Process

RCv1.0.0

Term

Definition

Registration
Authority

A trusted entity that establishes and voucheshfeiidentity of a Subscriber to a CSP.
The RA may be an integral part of a CSP, or it fmayndependent of a CSP, but it has
relationship to the CSP(s).

Relying Party

An entity that relies upon the Subscriber's credénbr Verifier's assertion of an
identity, typically to process a transaction orrgraccess to information or a system.

(RP)
Salt A non-secret value that is used in a cryptographicess, usually to ensure that the
results of computations for one instance cannathsed by an Attacker.
Sensiti Any information, the loss, misuse, or unauthoriaedess to or modification of which
ensitive ) ;
Information could adversely affect the national interest ordbieduct of federal programs, or the

privacy to which individuals are entitled undertsmt 552a of title 5, United States Coq
(the Privacy Act), but which has not been spedifjcauthorized under criteria

established by an Executive Order or an Act of Cesgjto be kept secret in the interes

of national defense or foreign policy.

Shared Secret

A secret used in authentication that is known eo@imant and the Verifier.

Strong Man in the
Middle Resistance

A protocol is said to be strongly resistant to niathe-middle attack if it does not allow
the Claimant to reveal, to an attacker masqueraaintpe Verifier, information (token
secrets, authenticators) that can be used by ttiee ta masquerade as the true Claima
to the real Verifier.

Strongly Bound

The association between the identity and the tokiérin strongly bound credentials
cannot be easily undone. For example, a digitalagige binds the identity to the publig

le

—

D

nt

Credentials . . o ) . ;
key in a public key certificate; tampering of tkignature can be easily detected through
signature validation.

Subscriber A party who has received a credential or token feo@SP.

Threat Any circumstance or event with the potential toexdely impact agency operations
(including mission, functions, image, or reputa}icagency assets, or individuals through
an information system via unauthorized accessruggin, disclosure, modification of
information, and/or denial of service.

Token Something that the Claimant possesses and cofypisally a key or password) used {o
authenticate the Claimant’s identity.

Token The value that is provided to the protocol stackrmve that the Claimant possesses and

Authenticator controls the token. Protocol messages sent to ¢hidiéf are dependant upon the token

authenticator, but they may or may not explicithytain it.

Trust Criteria

Set of benchmarks used to measurdeanity provider’s technical and operational
controls with respect to registration and issuataesns, token and credential
management, the authentication process, and aseerti

Trust Framework

Trust Framework Provider processekscontrols for determining an identity provider’
compliance to OMB M-04-04 Levels of Assurance.

Uy

Trust Framework
Provider (TFP)

A TFP is an organization that defines or adopteratine identity trust model and then,
on behalf of the ICAM, certifies identity providettsat are in compliance with that
model.

Verifier

An entity that verifies the Claimant’s identity bgrifying the Claimant’s possession of
token using an authentication protocol. To do tthie,Verifier may also need to validat

a

D

credentials that link the token and identity andaththeir status.
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Term Definition

A protocol is said to be weakly resistant to maithie-middle attacks if it provides a

mechanism for the Claimant to determine whetheawsrtghe is interacting with the real
Verifier, but still leaves the opportunity for then-vigilant Claimant to reveal a token
authenticator (to an unauthorized party) that ;anded to masquerade as the Claimant
to the real Verifier.

The association between the identity and the tekiétin a weakly bound credential can
be readily undone and a new association can béyeadated. For example, a passwofd
file is a weakly bound credential since anyone Wwhas “write” access to the password
file can potentially update the associations com@iwithin the file.

Weak Man in the
Middle Resistance

Weakly Bound
Credentials
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APPENDIX D - ACRONYMS

Acronym Definition

CA Certification Authority

Clo Chief Information Officers

CISA Certified Information System Auditor

CP Certificate Policy

CSP Credential Service Provider

DoB Date of Birth

FBCA Federal Bridge Certification Authority

FCIOC Federal Chief Information Officers Council
FIPS Federal Information Processing Standards
FISMA Federal Information Security Management Act
FPKI Federal Public Key Infrastructure

FPKIPA Federal Public Key Infrastructure Policy Aatity
GSA General Services Administration

HSPD-12 Homeland Security Presidential Directive
ICAM Identity, Credential, and Access Management
ICAMSC Identity, Credential, and Access Managen&utt Committee
ID Identifier

ISIMC Information Security and Identity Managem@ammittee
IT Information Technology

LOA Level of Assurance

NIST National Institute of Standards and Technology
OGP Office of Governmentwide Policy

OMB Office of Management and Budget

PIA Privacy Impact Assessment

Pl Personally Identifiable Information

PKI Public Key Infrastructure

RA Registration Authority

RP Relying Party

SC System and Communications Protection

SP Special Publication

TFP Trust Framework Provider

TFPAP Trust Framework Adoption Process
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